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Standards for Quality life 

KEBS CELEBRATES 50TH ANNIVERSARY DURING WORLD STANDARDS DAY 

ON 14TH OCTOBER, 2024 

 
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

IN THIS ISSUE 
 

 
Head of the Public Service, Felix Koskei (2nd left) is joined by the Cabinet Secretary in the 

Ministry of Investment, Trade and Industry, Salim Mvurya (extreme left), Kenya Bureau of 

Standards Managing Director, Esther Ngari (centre), Principal Secretary in charge of 

Industry at the Ministry of Investment, Trade and Industry, Dr. Juma Mukhwana (2nd right) 

and Chairman of the National Standards Council, Anthony M. Munyiri (extreme right), in 

pressing a buzzer to commemorate this year's World Standards Day, and KEBS' 50 

anniversary at KEBS Headquarters. 
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CONSUMER PROTECTION AND 

ǪUALITY ASSURANCE 
By Solomon Kyenze 

 

 

enya Bureau of Standards (KEBS) 

celebrated its 50th anniversary 

on October 14th, 2024, with stake- 

holders in the standards sector seizing 

the moment to refiect on a half a cen- 

tury legacy of developing Kenya’s stan- 

dards. 

Senior government representatives in- 

cluding the Head of the Public Service, 

Felix Koskei and the Cabinet Secretary 

in the Ministry of Investment, Trade and 

Industry, Salim Mvurya joined the KEBS 

fraternity and other key players in the 

sector to commemorate the Golden Ju- 

bilee at the KEBS Headquarters. 

The event, which was marked with pomp, 

moving speeches, and a recognition of 

various players instrumental in the KEBS 

history, also coincided with celebrations 

to mark this year’s World Standards Day 

which is commemorated annually on the 

14th October, 2024. 

Established in 1974 under the Standards 

Act, Cap 496 of the Laws of Kenya, KEBS 

has continued to play an important role 

in ensuring the quality, safety, and com- 

petitiveness of products and services, 

both locally and internationally. 

Its mandate is to protect Kenyan con- 

sumers by developing, promoting, and 

enforcing standards that ensure goods 

and services are reliable and safe. 

Through its regulatory framework, KEBS 

has fostered industrial growth, improved 

product quality, and enhanced the na- 

tion’s economic transformation. 

Additionally, it has played a critical role 

in elevating Kenya’s position in global 

trade by ensuring that Kenyan products 

meet international standards, KEBS has 

helped local businesses gain a com- 

petitive edge in global markets, driving 

economic growth, and contributing to 

the nation’s development. From agricul- 

tural products to manufactured goods, 

standards have ensured that Kenya can 

compete favorably on the international 

stage, building trust in the “Made in Ken- 

ya” label. 

Speaking during the celebrations, the 

Head of the Public Service who was the 

chief guest noted that quality standards 

play a pivotal role in promoting good 

governance and enhancing service de- 

livery in Kenya’s public sector. 

“By establishing clear benchmarks for 

performance, efficiency, and account- 

ability, standards ensure government 

services are delivered consistently, 

transparently, and with integrity, helping 

streamline operations, reduce inefficien- 

cies, and foster a culture of continuous 

improvement across public institutions”, 

Koskei observed.. 
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He said trust was crucial for the effec- 

tive running of public service and for ef- 

ficient governance saying, “At the heart 

of the public service and governance lies 

one word- Trust. Good governance is not 

measured by the mere provision of ser- 

vices, but by the quality, reliability, and 

integrity of those services. Standards are 

the custodians of this trust.” 

Cabinet Secretary Mvurya who was ac- 

companied by the Principal Secretary 

in charge of Industry at the Ministry, Dr. 

Juma Mukhwana, described standards as 

products of rules and regulations, and 

said every product, service or process in 

the country must reflect a level of qual- 

ity and safety that protects the people 

and propels the country forward in the 

global market. 

Mvurya affirmed the government’s 

commitment to economic transforma- 

tion through the Bottom-Up Economic 

Transformative Agenda (BETA) through 

investment in the development of the 

manufacturing sector.“Manufactur- 

ing is at the heart of the BETA agenda. 

Through initiatives like the County Ag- 

gregation and Industrial Parks (CAIPs), 

we are building hubs where innovation 

and value addition will flourish. These 

parks will create jobs, stimulate growth, 

and position Kenya as a global industrial 

leader. But none of these will be possible 

without ensuring that standards are met 

at every step,” Mvurya remarked. 

Dr. Mukhwana also hailed the impor- 

tance of BETA, saying the program was 

helping shift the center of economic fo- 

cus to the people at the grassroots en- 

suring every Kenyan has a stake in the 

country’s prosperity. 

In her address, KEBS Managing Director, 

Esther Ngari, lauded stakeholders in the 

standards’ sector for their critical role 

in developing and advancing the adher- 

ence and conformity to standards to 

safeguard the safety of consumers and 

facilitate trade. 

 
“Manufacturers, importers, exporters, 

and MSMEs are the lifeblood of our 

standards movement. Whether creat- 

ing products for local households or 

exporting goods across the globe, they 

have elevated ‘Made in Kenya’ to become 

synonymous with trust and excellence. 

Together, we’ve crafted an ecosystem 

where standards are not just regulations 

but a promise to every consumer”, she 

noted. 

The Managing Director hailed the impact 

of the stakeholders, including industry 

leaders, policymakers, academic institu- 

tions, consumers, civil society and me- 

dia, for their role in ensuring that Ken- 

ya’s standards remain forward- looking, 

relevant, and adaptable to the changing 

global landscape. 

 
She said, “As we mark this 50th anniver- 

sary, KEBS is committed to strengthen- 

ing partnerships and fostering dialogue 

with stakeholders to entrench sustain- 

ability in the standards development 

process. This collaboration will ensure 

that future standards not only meet 

the needs of today but also address the 

challenges of tomorrow, particularly in 

the areas of climate action, resource 

conservation, and social equity”. 

 

Ngari expressed optimism for the fu- 

ture stating KEBS’ dedication to ensur- 

ing standards are the cornerstone of 

the country’s economic growth, and a 

foundation for building a more resilient, 

sustainable, and inclusive society. KEBS 

will also lead in the adoption of emerg- 

ing global realities that include climate 

change and redouble its efforts in stan- 

dards development. 

 
National Standards Council Chairman, 

Anthony M. Munyiri emphasized the im- 

portance of standards, saying they will 

be instrumental in determining the fu- 

ture of how the world responds to fu- 

ture challenges. 

“The future will be defined by how we 

respond to global challenges. Resilient 

infrastructures, especially smart cities 

and communities and the ever-shifting 

consumer expectations are reshaping 

industries faster than ever before. In this 

dynamic landscape, standards will be 

crucial. They will serve as the blueprint 

for adapting to change, ensuring that in- 

novation and sustainability walk hand in 

hand,” Munyiri said. 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Head of the Public Service, Felix Koskei (centre), while on a tour of the Kenya Bureau of Standards laboratories during cele- 

brations to mark the World Standards Day. He was taken round the facilities by KEBS Managing Director, Esther Ngari (2nd 

right), and the Chairman of the National Standards Council, Anthony M. Munyiri (right). 
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WORLD MARKS WORLD 

STANDARDS DAY WITH FOCUS ON 

ARTIFICIAL INTELLIGENCE 
By Geoffrey Nyerere 

 

 

he annual World Standards Day is 

observed each year on the 14th 

October. 

The local standards sector led by the 

Kenya Bureau of Standards (KEBS) 

joined the world in commemorating the 

day during an event held at the KEBS’ 

Headquarters and that was graced by 

the presence of among others the Head 

of the Public Service, Felix Koskei and 

the Cabinet Secretary in the Ministry of 

Trade, Investment and Industry, Salim 

Mvurya. 

This year’s theme, “Shared Vision for 

a Better World: Spotlight on SDG 9, In- 

dustry, Innovation, and Infrastructure 

in the Age of AI,” puts the spotlight on 

Sustainable Development Goal 9 (SDG 

9), which focuses on building resilient 

infrastructure, promoting inclusive and 

sustainable industrialization, and foster- 

ing innovation. 

The theme resonated well with KEBS’ 

vision of embracing emerging technolo- 

gies to drive industrialization and infra- 

structure development in Kenya. KEBS 

has recognized the importance of AI in 

shaping Kenya’s future and has active- 

ly participated in developing standards 

that govern the safe and ethical use of 

AI technologies. 

These standards ensure that AI is used 

to foster inclusive growth, promote sus- 

tainability, and protect consumers from 

potential risks associated with techno- 

logical advancements. 

AI has become an integral part of 

modern industrial processes, offering 

unprecedented opportunities for in- 

novation, efficiency, and productivity. 

However, with these opportunities come 

challenges related to regulation, securi- 

ty, and ethical concerns, all of which re- 

quire robust standards. 

AI-driven innovation has the potential to 

revolutionize Kenya’s industries by au- 

tomating processes, enhancing service 

delivery, and improving decision-making. 

KEBS’ role in setting standards for AI ap- 

plications will ensure that these technol- 

ogies are implemented responsibly and 

contribute to the nation’s overall eco- 

nomic growth. 

KEBS, since its inception in 1974 under 

the Standards Act, Cap 496 of the Laws 

of Kenya, has been instrumental in shap- 

ing Kenya’s development. Over the past 

five decades, the Bureau has played a 

pivotal role in ensuring the quality, safe- 

ty, and competitiveness of products and 

T 
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services, both locally and internationally. 

Its mandate is to protect Kenyan con- 

sumers by developing, promoting, and 

enforcing standards that ensure goods 

and services are reliable and safe. 

Through its regulatory framework, KEBS 

has fostered industrial growth, improved 

product quality, and enhanced the na- 

tion’s economic transformation. 

The annual World Standards Day cele- 

brates the collaborative efforts of thou- 

sands of experts worldwide who develop 

the voluntary technical agreements that 

are published as International Standards. 

International Standards are the back- 

bone of global progress. They ensure 

interoperability, security, and sustain- 

ability, fostering global collaboration to 

accelerate innovation through AI. 

This year’s celebration held special sig- 

nificance for KEBS as it also marks the 

organization’s 50th anniversary, a mile- 

stone in Kenya’s journey towards quality 

assurance, consumer safety, and inter- 

national trade competitiveness. 

 
World Standards Day, observed every 

October 14, acknowledges the essential 

role of standards in improving the qual- 

ity of life globally. International stan- 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
dards ensure that products, systems, 

and services are safe, reliable, and of 

good quality, providing a foundation for 

global collaboration, trade, and innova- 

tion. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
The annual World 

Standards Day 

celebrates the 

collaborative efiorts of 

thousands of experts 
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NEED 

TO BE VIGILANT 
By Esther Ngari, Managing Director, Kenya Bureau of Standards 

 

 

omputers and information technol- 

ogy are essential to the mission of 

any modern organization and KEBS 

is not exceptional. As a standards agen- 

cy, we are committed to provide Stan- 

dardization, Metrology, and Conformity 

Assessment Services that safeguard 

consumers and facilitate trade for a sus- 

tainable future. In today’s digital age, we 

ought to recognize that cybersecurity is 

an integral part of this mission. 

Today we face increasing threats from 

malicious cyber-attacks, loss of privacy 

from spyware and adware, and identity 

theft and fraud. It is essential that we take 

a thorough and collaborative approach to 

managing our cyber security risks to stay 

ahead of the curve. 

Cybersecurity Awareness Month is an 

international initiative that highlights ac- 

tions everyone can take to stay safe on- 

line. This year mark the 21st Annual Cy- 

bersecurity Awareness Month which was 

founded in 2004 and held each October 

as the world’s foremost initiative aimed 

at promoting cybersecurity awareness 

and best practices Kenya Bureau of 

Standards is Committed to Securing 

Our World by taking an action during Cy- 

bersecurity Awareness Month to Reduce 

Cyber Risk to our business operations. 

We take time this month to highlight the 

growing importance of cybersecurity in 

our daily lives and encourage ourselves 

to take important cybersecurity steps 

every day to Secure Our World and stay 

safe online. 

KEBS is certified to Information Securi- 

ty Management System (ISMS) based 

on ISO/IEC 27001:2022 integrated with 

Business Continuity (BCMS) based on 

ISO 22301 as a commitment to ensuring 

that the organization and its employees 

remain proactive, stay informed about 

the latest cyberthreats and evolving 

their strategies to mitigate such risks. 

The theme of Cybersecurity Awareness 

Month is Secure Our World, which 

encourages all of us to take four easy 

steps each day to ensure our online 

safety: 

 
• Appreciating the use of strong pass- 

words and password manager 

• Using multifactor authentication on 

personal devices and business net- 

works. 

• Recognize and report phishing 

• Install updates on a regular basis 

and turn on automated updates on 

our computers. 

Let’s work together to protect our sys- 

tems, data, and the trust of the Kenyan 

public. By promoting a culture of cyber- 

security awareness, we can ensure that 

we achieve our vision of being a global 

leader in standards-based solutions for 

trade and sustainable development. 

http://www.kebs.org/
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FIREWALLS 
DON'T PROVIDE COMPLETE 

COVERAGE. 

Beware of email attachments and links 

Check privacy settings 

Don't post personal information 

#CYBERSECURITY AWARENESS MONTH 

 
www.facebook.com/kebs.org twitter.com/kebs_ke Instagram: kebs_kenya 
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AWARENESS MONTH 

 

Kenya Bureau of Standards is Commit- 

ted to Securing Our World by taking an 

action during Cybersecurity Awareness 

Month to Reduce Cyber Risk to our busi- 

ness operations. 

 
Every year October is Cybersecurity 

Awareness Month, which we take time 

to highlight the growing importance of 

cybersecurity in our daily lives and en- 

courages ourselves to take important 

cybersecurity steps every day to Secure 

Our World and stay safe online. 

 
October 1, 2024, marks the start of cy- 

bersecurity education by participating 

in the 21st Annual Cybersecurity Aware- 

ness Month which was founded in 2004 

and held each October as the world’s 

foremost initiative aimed at promoting 

cybersecurity awareness and best prac- 

tices. 
 

Cybersecurity Awareness Month is a 

collaborative effort among businesses, 

government agencies, colleges and uni- 

versities, associations, nonprofit organi- 

zations, tribal communities, and individu- 

als committed to educating others about 

online safety. 

 

From mobile to connected home devic- 

es, technology is deeply intertwined in 

our lives. Emerging technologies have 

many great benefits for society but with 

those new technologies come new op- 

portunities for bad actors to disrupt our 

online activities at home, school or at 

work. Cybersecurity Awareness Month 

aims to highlight some of the emerging 

challenges that exist in the world of cy- 

bersecurity today and provide straight- 

forward, actionable guidance that any- 

one can follow to create a safe and 

secure digital world for themselves and 

their loved ones. 

 

KEBS is certified to Information Security 

Management System (ISMS) based on 

ISO/IEC 27001:2022 as a commitment to 

 
 

 
ensuring that the organization and its 

employees remain proactive, stay in- 

formed about the latest cyberthreats 

and evolving their strategies to miti- 

gate such risks. 

 
The theme of Cybersecurity Aware- 

ness Month is Secure Our World, which 

encourages all of us to take four easy 

steps each day to ensure our online 

safety: 

• Understand the benefits of using a 

password manager and dispelling 

existing myths around password 

manager security and ease of use. 

 
• Turn on multifactor authentica- 

tion on personal devices and busi- 

ness networks. 

 
• Recognize and report phishing 

– still one of the primary threat 

actions used by cybercriminals 

 
 

 
today. 

• Install updates on a regular basis 

and turn on automated updates. 

 
Cybersecurity Awareness Month contin- 

ues to build momentum and impact with 

the goal of providing everyone with the 

information they need to stay safe and 

more secure online. KEBS is proud to sup- 

port this critically important online safe- 

ty awareness and education initiative, led 

by our Information Security team. 

http://www.kebs.org/
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AND RISK ASPECTS OF DATA IN 
KEBS 
By: Justin Bosire | Principal IT Officer – Network & Infrastructure Management 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

n the digital age, data has emerged as 

the new currency, an invaluable asset 

that powers economies and shapes 

societies. For Kenya Bureau of Stan- 

dards (KEBS), the responsibility of safe- 

guarding this treasure is paramount. Yet, 

the path to effective data protection is 

riddled with challenges. To effectively 

protect sensitive information from ma- 

licious actors, governments must navi- 

gate a complex landscape where privacy, 

security and risk blend. 

Privacy is the foundation of data pro- 

tection, ensuring individuals or organi- 

zations retain control over their person- 

al or proprietary information and are 

protected from unauthorized access 

and surveillance. Security serves as the 

impenetrable defense, shielding data 

against threats to its confidentiality, in- 

tegrity and availability (CIA). Meanwhile, 

risk management acts as the vigilant 

guard, proactively identifying and miti- 

gating potential threats to data CIA. 

 
The Challenges of Cybersecurity 

Protecting data from threats to its CIA 

has become a critical mission for gov- 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
ernments and businesses across the 

world. But imagine for a moment: What 

if the very institutions tasked with safe- 

guarding our personal information be- 

came vulnerable? This isn’t just a hypo- 

thetical scenario—it’s a challenge that 

government agencies as well as busi- 

nesses face every day. 

Picture a fortress-built centuries ago, 

now tasked with defending against mod- 

ern warfare. That’s essentially what 

many government agencies including 

KEBS are dealing with when it comes to 

their Information Security infrastructure. 

Legacy systems, often decades old and 

running on outdated software, are the 

Achilles’ heel of government cybersecu- 

rity. These systems were not designed to 

handle the volume and complexity of to- 

day’s cyber threats, making them prime 

targets for hackers. 

But it’s not just about old and outdated 

technology. The need for multiagency 

data sharing creates a complex web of 

vulnerabilities. Every connection point is 

a potential entry for cyber threats. The 

more agencies share data, the greater 

the risk of a breach. This is especially 

true when data is shared across differ- 

ent levels of government, such as be- 

tween national and county governments 

and agencies. 

Enhancing Digital Trust 

In an age of increasing privacy concerns, 

citizen trust in the digital ecosystem is 

both a precious commodity and a sig- 

nificant challenge. When data breaches 

make headlines, that trust erodes fast. 

KEBS must work tirelessly to demon- 

strate commitment to data security and 

transparency. This includes being open 

about their data collection practices, 

responding quickly and effectively to 

breaches, and holding those responsible 

accountable. 

Battling Budget Constraints 

While cyber threats evolve at lightning 

speed, budgets meant to address cyber- 

security threats often move at a glacial 

pace. Budget constraints force agencies 

to make tough choices between upgrad- 

ing systems and other critical services. 

This can lead to a situation where agen- 

cies are constantly playing catch-up, try- 

ing to patch vulnerabilities and respond 

to breaches instead of proactively pre- 

venting them. 

Imagine waking up to find that millions of 

citizens’ personal data has been exposed. 

This nightmare scenario is what keeps IT 

professionals up at night. A data breach 

can have devastating consequences, in- 

cluding identity theft, financial fraud, and 

even national security risks. Government 

agencies like KEBS must have robust 

incident response plans alongside suffi- 

cient resources in place to mitigate the 

damage and restore public trust. 

Risk Management Strategies 

Given the complexity and evolving threat 

landscape within the cyberspace, gov- 

ernment agencies are called upon to 

implement several risk management 

strategies as discussed below: 

• Regular security audits: Regular 

audits can help identify vulnerabil- 
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ities in systems and processes be- 

fore they can be exploited. Audits 

are part of the broader approach to 

security assessment along with vul- 

nerability assessment and penetra- 

tion testing. 

• Employee security awareness, edu- 

cation and training programs: Em- 

ployees are often the weakest link 

in cybersecurity. Security awareness 

and training programs can help 

modify their behavior as well as ed- 

ucate them about the risks and how 

to avoid them. 

• Threat intelligence capabilities: In- 

formation relating to information 

security threats should be collected 

and analyzed to understand of the 

organization’s threat environment 

and take appropriate mitigation ac- 

tions including real-time response. 

• Authentication management: Gov- 

ernment agencies should define ro- 

bust management process for allo- 

cating and managing authentication 

information (e.g. passwords, tokens, 

encryption keys). This may include 

ensuring authentication information 

is strong through mechanisms such 

as Multifactor Authentication (MFA). 

Requiring multiple forms of authen- 

tication can make it much harder for 

hackers to gain access to sensitive 

data. 

• Segregation of networks: Dividing 

the network within a security bound- 

ary into smaller segments can help 

contain breaches and prevent them 

from spreading. Segmentation can 

be based on groups of information 

services, users as well as business 

needs. 

Navigating the Regulatory Landscape 

Compliance isn’t just a buzzword—it’s a 

lifeline for data protection. From Euro- 

pean Union’s General Data Protection 

Regulation (EU-GDPR) to local data pro- 

tection laws like the Kenya Data Protec- 

tion Act; Computer Misuse and Cyber- 

crime Act, etc. the regulatory landscape 

is complex and evolving. Government 

agencies must ensure that their data 

collection and storage practices comply 

with all relevant regulations. Failure to 

do so can result in hefty fines and dam- 

age to their reputation. 

Think of encryption as the invisible 

shield protecting sensitive data. But not 

all encryption is created equal. Govern- 

ment agencies must stay ahead of the 

curve by implementing state-of-the-art 

encryption methods to safeguard critical 

information. Encryption scrambles data 

so that it can only be read by those with 

the decryption key. This makes it much 

harder for hackers to steal and misuse 

data, even if they manage to breach a 

system. 

Empowering Citizens: Know Your Data 

Rights 

In a democracy, power belongs to the 

people—and that includes power over 

personal data. Citizens have the right to 

know what data is being collected about 

them; how it’s being used and who has 

access to it. 

Governments should be transparent 

about their data collection practices and 

provide individuals with the tools and 

information they need to exercise their 

data rights. This includes the right to ac- 

cess, correct, and delete their personal 

data. 

 Assessment 

Predicting cyber threats might seem like 

fortune-telling, but with the right risk as- 

sessment strategies, it’s more science 

than magic. Government agencies must 

adopt a proactive approach, constantly 

evaluating and mitigating potential risks. 

This includes identifying critical assets, 

assessing vulnerabilities, and developing 

plans to respond to breaches. By taking 

a proactive approach, agencies can re- 

duce the likelihood and impact of cyber- 

attacks. 

 
Your Role in Ensuring Data Security 

Whether you’re a government employee 

or a concerned citizen, you play a cru- 

cial role in data security. Government 

employees should be aware of cyber- 

security risks and follow best practices 

for data handling. It’s important to report 

any suspicious activity to the ICT depart- 

ment or your IMS Champion and stay 

informed about the latest cybersecurity 

threats and trends. 

Citizens, on the other hand, should be 

mindful of their digital footprint and the 

information they share online. Using 

strong passwords and enabling two-fac- 

tor authentication whenever possible 

are essential steps. Additionally, staying 

informed about your data rights and 

holding your government accountable 

for protecting your personal information 

are key responsibilities. 

Conclusion and Call to Action 

 

KEBS has made a significant stride to- 

wards robust information security by 

implementing an Information Security 

Management System (ISMS) based on 

the ISO/IEC 27001 standard. This initia- 

tive underscores KEBS’s dedication to 

safeguarding sensitive information and 

maintaining the trust of its stakehold- 

ers. However, in the dynamic realm of 

cybersecurity, continuous improvement 

is essential. 

 
To further strengthen its information 

security posture, KEBS should focus on 

several critical areas. First, enhancing 

data privacy by developing and formaliz- 

ing a comprehensive data masking pol- 

icy, creating and publishing a clear, ac- 

cessible data privacy policy on the KEBS 

website and other public-facing portals, 

and integrating privacy considerations 

into data exchange documentation. 

Next, empowering through education by 

expanding the Security Awareness, Edu- 

cation, and Training program, introduc- 

ing engaging, real-world scenarios like 

phishing campaigns as teachable mo- 

ments, and ensuring strict adherence to 

the training schedule for all employees. 

Strengthening audit processes is also 

crucial, incorporating advanced security 

assessment methodologies and imple- 

menting regular Vulnerability Assess- 

ments and Penetration Testing. 

Additionally, tailored security objectives 

should be encouraged, with individu- 

al functions within KEBS customizing 

their specific security objectives. This 

includes referencing Annex A controls 

for domain-specific guidance (e.g., Peo- 

ple, Technological, Supplier, Physical, 

Environmental, Business Continuity) and 

identifying and inventorying Personally 

Identifiable Information (PII) processed 

by each function. 

Through these initiatives, KEBS can create 

a more robust, adaptable, and effective 

information security framework that 

not only meets international standards 

but also ensures compliance to local 

regulations on data privacy protection. 

http://www.kebs.org/
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ROLE OF INTERNAL AUDIT 
By: Eric Kirubi – Chief Manager Internal Audit 

 

 

Introduction 

Why Cybersecurity? 

The rapidly evolving digital landscape 

has ushered in unprecedented oppor- 

tunities for organizations as well as a 

myriad of vulnerabilities and threats. For 

this reason, organizations must navigate 

the intricate web of information security 

challenges to protect their information 

resources, including critical infrastruc- 

ture. Threats to information resources 

may come from either inside or outside 

the organization 

 

Cybersecurity refers to the technolo- 

gies and processes designed to protect 

an organization’s information resources 

(computers, network devices, software 

programs, and data) from unauthorized 

access, disruption, or destruction. A pro- 

active approach to information security 

minimizes the risks of data breaches, 

unauthorized access, and potential fi- 

nancial and reputational damages thus 

fostering trust among stakeholders. 

Significance of Cybersecurity 

Risk 

How serious is Cybersecurity 

risk? 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Organizations of all types are becoming 

more vulnerable to cyber threats due to 

their increasing reliance on computers, 

networks, programs and applications, 

social media, and data. Further, a greater 

variety of data has become readily avail- 

able as organizations often store large 

volumes of sensitive and confidential 

information in virtualized infrastructure 

accessible through cloud computing. 

 
Below are some statistics on the signif- 

icance of the Cybersecurity risk from 

global, regional and national surveys. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
a. The Global Risk in Focus 2024 Sur- 

vey Results published by the Inter- 

nal Audit foundation identified Cy- 

bersecurity as one of the 3 areas of 

highest risks affecting organizations 

across the world. 

b. According to the State of Cyber- 

security 2023, Global Update on 

Workforce Efforts, Resources and 

Cyberoperations report published 

by ISACA, 38% of respondents sur- 

veyed indicated that their organiza- 

tion was experiencing more cyberat- 

tacks than a year ago. 
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c. The Global Cybersecurity Outlook 

2024, INSIGHT REPORT, published 

in January 2024 by the World Eco- 

nomic Forum in collaboration with 

Accenture had 29% of organiza- 

tions surveyed reporting to have 

been materially affected by a cyber 

incident in the past 12 months. 

d. Among the key findings in the Af- 

rican Cyberthreat Assessment Re- 

port 2024 by INTERPOL was that 

ransomware, business email com- 

promise, and other forms of online 

scams were the most rapidly ex- 

panding threats in 2023. 

e. According to the Cybersecurity Re- 

port, 34th Edition, Quarter 4 FY 

2023/2024 (April-June 2024) pub- 

lished by the Communications Com- 

mission of Kenya, 1.1 billion cyber 

threat events were detected during 

the three-month period between 

April and June 2024, which repre- 

sented a 16.50% increase from the 

971,440,345 threat events detected 

in the previous period (January to 

March 2024). 

Motives behind Cyber Attacks 
Why Cyber attacks? 

A motive originates from the notion that 

the target system stores or processes 

valuable information. Cyberattacks are 

perpetuated for varied reasons includ- 

ing, but not limited to; 

 
a. Disrupting business continuity 

b. Information theft 

c. Manipulating data 

d. Creating fear and chaos by dis- 

rupting critical infrastructures 

e. Propagating religious or political 

beliefs 

f. Achieving state’s military objec- 

tives 

g. Damaging reputation of the tar- 

get 

h. Taking revenge 

 

To understand the cyber threats rele- 

vant to an organization, it is important 

to determine what information would be 

valuable to outsiders or cause significant 

disruption if unavailable or corrupted. It 

is also important to identify what infor- 

mation may cause financial or competi- 

tive loss or reputational damage to the 

organization if it were acquired by others 

or made public. 

The Cyber Attack Kill Chain 

How is a Cyber attack planned 

and intrusion executed? 

Attackers try various tools and tech- 

niques to exploit vulnerabilities ina 

computer system or security policy and 

controls to achieve their motives. Under- 

standing the multiple stages of a cyber- 

attack could allow information security 

teams to recognize, intercept, or prevent 

the threats as well as improve incident 

management and response. The follow- 

ing is a brief description of the seven 

(7) stages of a cyber attack, commonly 

known as the cyber kill chain; 

a. Reconnaissance- The attacker gath- 

ers information on the target before 

the actual attack e.g. from publicly 

available information on the inter- 

net. May take hours to months. 

b. Weaponization- The attacker uses 

an exploit and creates a malicious 

payload/malware to send to the 

victim e.g. PDF, MS Word, Excel etc. 

This happens at the attacker’s side, 

without contact with the victim. May 

take hours to months. 

c. Delivery- The attacker sends the 

malicious payload/malware to the 

victim via email attachments, USB 

device, Web etc. This may take a 

matter of seconds. 

d. Exploitation- The attacker exploits a 

vulnerability to execute a malicious 

code on victim’s system. This may 

take a matter of seconds. 

e. Installation- The attacker installs 

malware on the victim’s information 

systems asset to gain remote ac- 

cess into the victim’s environment. 

This may take a matter of seconds. 

f. Command and Control- The attack- 

er creates a command-and-control 

channel for remote exploitation of 

the victim. May take months. 

g. Action on objectives- with access 

into the victim’s network, the attack- 

er performs the steps required to 

accomplish their original goals. May 

take months. 
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Role of Internal Audit in 

     

Conclusion 

Cybersecurity 

How can the Internal Audit de- 

partment assist in in the man- 

agement of Cybersecurity risk? 

Internal Audit plays the role of providing 

Senior Management and the Board with 

independent and objective assurance 

on the effectiveness of governance, risk 

management, and controls. Regulation 

161 of the Public Finance Management 

Regulations, 2015 requires Internal Au- 

ditors, among others, to comply with 

the International Professional Practic- 

es Framework (IPPF) as issued by the 

Institute of Internal Auditors (IIA) from 

time to time. Standard 9.4 of the Global 

Internal Audit Standards (GIAS) issued 

by the IIA requires the Internal Audit 

plan to include, among others, the list 

of proposed engagements and related 

analysis, specifying the degree to which 

the engagements are predominately 

addressing financial, compliance, opera- 

tional, cybersecurity, or other objectives. 

 
According to the Global Technology 

Audit Guide (GTAG) issued by the IIA on 

Assessing Cybersecurity Risk, Internal 

Audit plays a crucial role in assessing 

an organization’s Cybersecurity risks by 

considering the following questions; 

 
a. Who has access to the organiza- 

tion’s most valuable information? 

 
b. Which assets are the likeliest tar- 

gets for cyberattacks? 

c. Which systems would cause the 

most significant disruption if com- 

promised? 

d. Which data, if obtained by unautho- 

rized parties, would cause financial 

or competitive loss, legal ramifica- 

tions, or reputational damage to the 

organization? 

e. Is management prepared to react 

quickly if a cybersecurity incident 

occurred? 

 

To effectively play this role, the IPPF 

requires Internal Auditors to have suffi- 

cient knowledge of key information tech- 

nology risks and controls and available 

technology-based audit techniques to 

perform their assigned work. However, 

not all internal auditors are expected to 

have the expertise of an internal auditor 

whose primary responsibility is informa- 

tion technology auditing. 

Continuous assessment of the Cyber- 

security governance and controls will 

help in determining how risks are man- 

aged and how well corrective actions 

are operating. An effective assessment 

approach will require more than routine 

checklist adherence surveys. It calls for 

an objective and independent assurance 

that Management has implemented a 

monitoring strategy designed to gener- 

ate behavioural change that includes but 

not limited to; 

a. Access level evaluation and scan- 

ning that involves monitoring people 

with access to sensitive information 

to measure related cybersecurity 

risk. 

b. Vulnerability assessment through 

regularly scanning systems to iden- 

tify vulnerabilities within the envi- 

ronment and invoking remediation 

activities for identified vulnerabili- 

ties. 

c. Third-party risk assessments and 

monitoring of the level of security 

risk posed to the organization based 

on the services provided by the third 

parties. For example, a vendor who 

hosts sensitive organizational data. 

d. Penetration testing for known vul- 

nerabilities to assess preventive 

technical controls, as well as man- 

agement’s ability to detect and re- 

spond to attacks. The tests should 

be reasonable in scope, approved in 

advance and nondisruptive to nor- 

mal operations. 

 
e. A process to regularly scan devices 

and products, identify vulnerabili- 

ties, and patch systems in order of 

priority i.e. critical assets with critical 

patches first. 

f. Incident monitoring and response 

that allows an organization to de- 

tect, respond to, remediate, recover, 

and report to management in the 

event of a breach. 

Logging and monitoring technologies, as 

well as a highly trained response team, 

are essential to ensure that these con- 

trols are successful in meeting their ob- 

jectives. 

So what? 

Cybersecurity risks are more dynamic 

than most traditional risks and thus 

necessitate a timely response. Internal 

Auditors are required to ensure that 

management has implemented both 

preventive and detective controls as 

well as response capabilities with a 

focus on shortening the response time. 

Examples of emerging factors that calls 

for a comprehensive audit approach on 

Cybersecurity include; 

a. The growing proliferation of tech- 

nology enabling more user access 

to an organization’s information. 

b. A greater variety of data has be- 

come readily available as organiza- 

tions store large volumes of sensi- 

tive and confidential information in 

virtualized infrastructure that are 

accessible through cloud comput- 

ing. 

c. Increasing number of devices that 

can be connected to information 

system assets and used in data ex- 

change 

d. Cybersecurity regulations may in- 

crease in complexity as require- 

ments on disclosure of cybersecu- 

rity incidents or breaches continue 

to grow. 

On the other hand, Management should 

design and implement effective Cyberse- 

curity controls and governance. Strong 

Cybersecurity governance depends on; 

a. Collaborating and collecting cyber- 

security risk intelligence and exper- 

tise based on threats that could af- 

fect the organization. 

b. Setting risk appetite and tolerance 

levels. 

c. Planning for business continuity and 

disaster recovery in the event of a 

disruption. 

d. Responding promptly to informa- 

tion security breaches. 

e. Establishing a culture of awareness 

of Cybersecurity risks and threats. 
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SOCIAL MEDIA SECURITY 
AWARENESS – THE DARK SIDE 
Communication all over the world in the recent times has been changed by the tremendous 

growth of social media which has resulted into a fast-growing digital space for information 

sharing. Governments and private sector businesses have waded into tapping the increased 

usage of the digital space by way of running a digital economy. 

According to Hootsuite Digital 2021 Data Report, East Africa has 20 million social media users, 

with Kenyans leading the pack with 11 million users. The information reported from https:// 

www.statista.com, it indicates that, approximately 22.5 Kenyans used the internet in 2023 of 

which this is forecast to increase to nearly 39 million by 2028. 

Social media makes it easy for everyone to connect with friends and family, and it has also 

fueled business growth by making it easier to target audiences with specific interests. It has 

therefore become an integral part of daily lives for billions of people, shaping the way they con- 

nect and communicate with each other across the urban centers to rural areas. 

 
Nevertheless, with the widespread use of social media, it poses numerous cyber security threats 

including scams, malwares attack as well as cyber bullying and privacy concerns that users 

need to be aware of. 

 
This article explores the dark side of social media, the potential threats it poses, and practical 

steps to protect yourself from cyber-attacks and maintain your privacy online: 

http://www.kebs.org/
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The Hidden Dangers of Social Media 

 
1. Phishing Attacks: It is an attempt 

to steal sensitive information where 

cybercriminals often leverage social 

media platforms to launch tricks to 

users into revealing sensitive infor- 

mation or login credentials which 

they later exploit for malicious gains. 

These attacks can occur through 

malicious links, fake profiles, or de- 

ceptive messages. 

 

2. Account Hijacking: This is when a 

cybercriminal gains access to your 

social media account by often send- 

ing you an email with unsuspicious 

link that would lead you into a fake 

login page. It could also be an ex- 

citing storyline that requires you to 

login for more information. By log- 

ging in or clicking on a static video 

link provided, the cybercriminals 

steal your information and chang- 

es your credentials hence taking 

control of your social media profile. 

Once an account is compromised, 

cybercriminals can misuse it to 

spread malware, spam, or engage in 

fraudulent activities. 

 

3. Cyberbullying/Cyberstalking: 

This refers to the use of electronic 

communication to harass, threaten, 

or humiliate others with the inten- 

tion to harm them. In the layman 

terms, it could be termed as cyber 

harassment. Cyberstalking can be 

seen as an extension of the physi- 

cal form of stalking but in this case 

sending unsolicited e-mails, includ- 

ing hate, obscene or threatening 

mail/message, which is intended to 

present a range of physical, emo- 

tional, mental and psychological 

damage on the victim. 

 

Kenyan laws prohibit cyberbullying 

as captured under Section 27 of the 

Computer Misuse and Cybercrimes 

Act, 2018. 

 
4. Malware Distribution: Social 

media platforms can be breeding 

grounds for malware distribution. 

Malicious links or downloads dis- 

guised as legitimate content can 

infect devices with malware, com- 

promising security and privacy. Cy- 

bercriminals may post malicious 

links or apps that, when interacted 

with, can infect your device with 

malware. This malware can range 

from spyware and adware to more 

severe threats like ransomware. So- 

cial engineering has been noted to 

be a common way to spread mal- 

ware and viruses on social media. 

Nearly 1 in 5 organizations world- 

wide are now infected by malware 

distributed by social media plat- 

forms. 

5. Impersonation and Identity 

Theft: This is a situation where at- 

tackers create fake profiles to im- 

personate others on social media, 

often for financial gain or to dam- 

age reputations. Oversharing per- 

sonal information on social media 

can make users susceptible to im- 

personation or identity theft. Cyber- 

criminals can gather personal de- 

tails and use them to impersonate 

individuals, commit financial fraud, 

or engage in social engineering at- 

tacks. 

 

6. Fake News and Misinforma- 

tion: Fake news can be termed as 

news articles that are intentionally 

and verifiably false and designed 

to manipulate people’s perceptions 

of real facts, events, and state- 

ments. False information can in- 

fluence public opinion, incite panic 

amongst people, and even impact 

on national security. Social media’s 

rapid dissemination of information 

makes it a powerful tool for spread- 

ing misinformation and fake news 

to unsuspecting audience. Accord- 

ing to DeepMedia, in 2023, roughly 

500,000 video and voice deepfakes 

were shared on social media around 

the world. 

 

How to stay secure in Social Me- 

dia platforms 

Understanding the benefits of social me- 

dia security is a good starting point for 

both individuals and businesses alike to 

ensure a safer and more secure online 

presence. 

 

1. Use strong, unique passwords: 

Use strong, unique passwords for 

each social media account. Avoid re- 

using passwords across platforms 

and consider using a password man- 

ager to securely store and manage 

your credentials 

 

2. Enable multi-factor authenti- 

cation (MFA): Enable multi factor 

authentication for your social media 

accounts whenever possible. This 

adds an extra layer of security by 

requiring a secondary verification 

method, such as a code from a mo- 

bile app or a text message. 

 

3. Be cautious about sharing per- 

sonal information: Be selective 

about the personal information you 

share on social media and avoid 
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posting sensitive details such as 

your address, phone number, or fi- 

nancial information. 

4. Regularly Monitor and Review 

Account Activity: Regularly mon- 

itor your social media accounts 

for any suspicious activity, such as 

 
links that you are unsure of before 

clicking on them to see if they lead 

where they are supposed to lead. A 

phishing email may claim to be from 

a legitimate company and when you 

click the link to the website, it may 

look exactly like the real website 

 

 

• Be cautious about the personal de- 

tails you share online and verify the 

identity of people you meet online 

before engaging in financial trans- 

actions. 

• Verify news from reputable sources 

before sharing it. 
unauthorized login attempts or un- 

usual posts. Report any suspicious 

activity to the platform and take 

appropriate action to secure your 

account. 

 

5. Beware of phishing scams: Be 

cautious when clicking on links or 

downloading attachments from 

unknown sources. Never entertain 

strangers engaging you with per- 

sonal questions. Clicking on links 

that appear in random emails and 

instant messages, however, isn’t 

such a smart move. Hover over 

6. Avoid public Wi-Fi Avoid public Wi- 

Fi connections as much as possible, 

like those offered at coffee shops or 

airports, when using a website that 

asks for a password. Limit your so- 

cial media usage to personal or pri- 

vate Wi-Fi networks, while using cel- 

lular data on your phone, or under 

the protection of a Virtual Private 

Network (VPN). 

 

7. Become aware: 

 

• Adjust your privacy settings reg- 
ularly to control who can see your 

information. 

 
• Be skeptical of sensational head- 

lines and stories 

• Enable account recovery options to 

regain access quickly if hacked 

 
• Familiarize yourself with the privacy 

policies of social media platforms 

you use. Understand how your data 

is collected, stored, and shared, and 

make informed decisions about the 

platforms you engage with 
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Members of the National Standards Council led by the Chairman, Anthony M. Munyiri (centre), joining the Head of Public Service, Felix Koskei (3rd right) during

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

phen Kipkosgei Yego during the World Standards Day celebrations at the
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A section of Kenya Bureau of Standards’ staff following the proceeding 

during celebrations to mark the World Standards Day, and to commemorate 

KEBS’ 50th anniversary. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Several organizations were awarded the ISO 9001;2015, Quality Man- 

agement System Certification during this year’s World Standards Day. 

Here, the Engineers Board of Kenya led by the Chairman, Eng. Erastus 

Mwongera (extreme left), while receiving their certification from the 

Head of the Public Service, Felix Koskei (3rd left). 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Kenya Bureau of Standards Managing Director, Esther Ngari, while 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Head of Public Service, Felix Koskei, plants a commemorative tree when he

year’s World Standards Day, and to commemorate KEBS’ 50th anniversary. 
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Happiness is not a matter of intensity but of balance, 

order, rhythm, and harmony. 

Thomas Merton 
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A Legacy of Quality On this World Standards Day 2024, 

we honor KEBS’ half-century of promoting standardization in 

industry and commerce. KEBS ensures consumer health, safety, 

and environmental protection, marking a legacy of quality. 
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